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Identifying Information Assurance Audiences and Their Identifying Information Assurance Audiences and Their 
NeedsNeeds

Who performs Information Assurance tasks?Who performs Information Assurance tasks?

Can individuals who perform like tasks be grouped?  If so, how?Can individuals who perform like tasks be grouped?  If so, how?

What, if any, relationships would such groups have to each otherWhat, if any, relationships would such groups have to each other??

What does each Information Assurance audience need to know and What does each Information Assurance audience need to know and 
be able to do in order to perform their jobs? be able to do in order to perform their jobs? 
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Our Information Assurance Training PopulationsOur Information Assurance Training Populations

General UsersGeneral Users

Specialized IA ProfessionalsSpecialized IA Professionals

Privileged UsersPrivileged Users

Significant IA ResponsibilitiesSignificant IA Responsibilities

Privileged Users AND Significant IA Privileged Users AND Significant IA 
ResponsibilitiesResponsibilities

–– The intersection of the red and blue The intersection of the red and blue 
circles defined a handful of positions circles defined a handful of positions 
with elevated privileges and with elevated privileges and ““make or make or 
breakbreak”” IA responsibilitiesIA responsibilities
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Selecting and Identifying the Needs of Selecting and Identifying the Needs of ““CriticalCritical”” IA AudiencesIA Audiences

An IA position may be considered critical if it:An IA position may be considered critical if it:
–– Encompasses key aspects of the IA disciplineEncompasses key aspects of the IA discipline
–– Directly supports the organizationDirectly supports the organization’’s mission prioritiess mission priorities
–– Is considered critical by senior executives and other major stakIs considered critical by senior executives and other major stakeholders eholders 

Stakeholders agreed unanimously that ISSOs were the most criticaStakeholders agreed unanimously that ISSOs were the most critical l 
IA audience in need of training to satisfactorily perform their IA audience in need of training to satisfactorily perform their taskstasks

Data collection efforts identified five highData collection efforts identified five high--priority areas requiring priority areas requiring 
performance support interventionperformance support intervention
–– Additional research and SME input identified many more performanAdditional research and SME input identified many more performance ce 

issues that needed to be addressedissues that needed to be addressed
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Why We Opted for an Electronic Performance Support Why We Opted for an Electronic Performance Support 
System Rather Than Formal TrainingSystem Rather Than Formal Training

The urgency of the need argued against the creation of formal The urgency of the need argued against the creation of formal 
trainingtraining

The need to reach a widely dispersed audience in a relatively shThe need to reach a widely dispersed audience in a relatively short ort 
time frame argued against instructor led courses time frame argued against instructor led courses 

Many of the tasks that ISSOs must perform can be completed Many of the tasks that ISSOs must perform can be completed 
satisfactorily with references and job aids satisfactorily with references and job aids –– formal training is not formal training is not 
needed to ensure desired job performanceneeded to ensure desired job performance

This was the right intervention for the right audience at the right time.
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Our EPSS Solution:  The ISSO Resource KitOur EPSS Solution:  The ISSO Resource Kit

A webA web--based collection of documents, tools, and links:based collection of documents, tools, and links:

–– Designed to help ISSOs perform their tasks more efficiently and Designed to help ISSOs perform their tasks more efficiently and effectively effectively 

–– Populated from items and ideas received from ISSOs throughout thPopulated from items and ideas received from ISSOs throughout the NROe NRO

–– Whose content was thoroughly reviewed by a panel of crossWhose content was thoroughly reviewed by a panel of cross--program program 
SMEs, Security Policy Staff, and Instructional DesignersSMEs, Security Policy Staff, and Instructional Designers

–– That features a clean, simple, and userThat features a clean, simple, and user--friendly design to promote easy friendly design to promote easy 
navigation, viewing, and downloadingnavigation, viewing, and downloading

A very large amount of high-quality information about the ISSO job is 
now available in a centralized location and in standardized formats
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ISSO Resource Kit Home PageISSO Resource Kit Home Page

The Welcome page contains:The Welcome page contains:
A brief description of the Kit, its purpose, and its intended auA brief description of the Kit, its purpose, and its intended audiencedience
Recommendations for useRecommendations for use
Information about tailoring Kit documents to meet organizationInformation about tailoring Kit documents to meet organization--specific needsspecific needs
A request for site feedbackA request for site feedback
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Main Menu Bar Main Menu Bar –– Primary NavigationPrimary Navigation

The Main Menu BarThe Main Menu Bar
Reflects an architecture that was repeatedly refined to better aReflects an architecture that was repeatedly refined to better accommodate ccommodate 
user needs and evolving subject matteruser needs and evolving subject matter
Shows categories with topical and functional elementsShows categories with topical and functional elements
Was designed to be clean and very easy to useWas designed to be clean and very easy to use
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For the New ISSO Sub MenuFor the New ISSO Sub Menu

Useful for quick orientationUseful for quick orientation
Houses frequently given briefingsHouses frequently given briefings
Assists ISSOs with their own and othersAssists ISSOs with their own and others’’ In and Out ProcessingIn and Out Processing
Focuses on ISSO job responsibilitiesFocuses on ISSO job responsibilities
Contains valuable background data on other Security functionsContains valuable background data on other Security functions
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Accessing Documents Within A CategoryAccessing Documents Within A Category
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Sample ContentSample Content

 
ISSO Duties 

ISSO Duties as Defined In DCID 6/3 
 
 

 

 

• Ensuring systems are operated, maintained, and disposed of in accordance with internal security 
policies and practices outlined in the security plan. 

• Ensuring that all users have the requisite security clearances, authorization, and need-to-know, and 
are aware of their security responsibilities before granting access to the IS. In addition must have 
signed user agreements. 

• Reporting all security-related incidents to the ISSM, DAA Rep and/or the Program Security Director, 
as appropriate.   

• Initiating, with the approval of the ISSM and/or the DAA Rep, protective or corrective measures 
when a security incident or vulnerability is discovered. 

• Monitoring system recovery processes and ensuring the proper restoration of IS security features. 

• Developing and maintaining an SSP as described in Appendix C. 

• Conducting periodic reviews to ensure compliance with the SSP. 

• Ensuring configuration management (CM) for security-relevant IS software, hardware, and firmware 
is maintained and documented. If a CM board exists, the ISSO may be a member of the CM board if 
so designated by the ISSM. 

• Ensuring that system recovery processes are monitored to ensure that security features and 
procedures are properly restored. 

• Ensuring all IS security-related documentation is current and accessible to properly authorized 
individuals. 

• Formally notifying the ISSM and the DAA when a system no longer processes intelligence or SAP 
information. 

• Formally notifying the ISSM and the DAA when changes occur that might affect accreditation. 

• Ensuring that security requirements are addressed during all phases of system life cycle. 

• Following procedures developed by the ISSM and defined in CM change control procedures, 
authorizing software, hardware, and firmware use before implementation on the system.  

 

Note:  Because NRO ISSOs work so closely with their PSOs and SCOs, be certain to refer to NRO specific 
guidance regarding all topics cited.  Additionally, be certain to discuss specific ISSO duties with your Team 
Leaders or contractor supervisors.  

 

Standard templateStandard template
–– Yellow indicates reference documentYellow indicates reference document

Example of repurposing Example of repurposing 
–– Summary/synopsis of responsibilities from Summary/synopsis of responsibilities from 

DCID 6/3 recast as a quick reference DCID 6/3 recast as a quick reference 
documentdocument

Typical lengthTypical length
–– Most hosted documents are 1Most hosted documents are 1--2 pages 2 pages 
–– Deliberate choice to make documents Deliberate choice to make documents 

easier to digest and act uponeasier to digest and act upon

CaveatedCaveated
–– Like almost all documents on the Kit, this Like almost all documents on the Kit, this 

one may be modified to reflect one may be modified to reflect 
organizationorganization--specific procedures, specific procedures, 
PSO/ISSM guidance, etc. PSO/ISSM guidance, etc. 
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Policies Sub MenuPolicies Sub Menu

The Policies Section is divided into three subsections for ease The Policies Section is divided into three subsections for ease of useof use
–– First category is First category is ““must knowmust know”” directives, instructions, and notesdirectives, instructions, and notes
–– Second category holds foundational documents that give ISSOs theSecond category holds foundational documents that give ISSOs the ““whywhy”” behind some behind some 

organizational documentationorganizational documentation
–– Third category contains supplemental references that provide impThird category contains supplemental references that provide important background data. ortant background data. 

Each subsection is organized by Each subsection is organized by categories categories of information, rather than policy numbers of information, rather than policy numbers 
or names that some ISSOs may not be familiar with. or names that some ISSOs may not be familiar with. 
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Key ISSO Related Forms Key ISSO Related Forms –– Topical Organization Topical Organization 
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Processes and ChecklistsProcesses and Checklists

One of the most eagerly anticipated and heavily populated areas One of the most eagerly anticipated and heavily populated areas of the Kitof the Kit

Contains a mixture of Security strategy, stepContains a mixture of Security strategy, step--byby--step instructions, checklists, step instructions, checklists, 
and action plansand action plans
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General Best Practices General Best Practices –– Topical CategoriesTopical Categories
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Sample Best Practice GuidanceSample Best Practice Guidance

 

 
Best Practices 

Best Practice Guidance on 
Cellular Telephones 

 
 

 
All cell phones have inherent technical vulnerabilities, which can be exploited to compromise 
conversations and data processing operations conducted in their vicinity.  For example, they have 
been known to fail to terminate a call even though the user ended the call. In that case, the 
conversations in the phone’s vicinity could continue to be broadcast without the user’s knowledge.  
Although this situation is usually accidental, it could theoretically be deliberately induced from a 
distance – thus posing a significant security risk if those surrounding conversations concerned 
classified data.   
 
The list of known passive vulnerabilities regarding cellular telephones is extensive. For that reason, 
cell phones may only be introduced into NRO facilities if: 
 

• The phone is completely turned off 
• The battery has been removed. 
• All special features, such as voice activation or auto-answer, have been disabled. 
• Any site-specific requirements, such as locations to leave the phones, have been fulfilled 

 
Personal single function cell phones do not need to be registered with the ISSO to be introduced 
into an NRO facility, but must adhere at all times to the handling guidelines shown above.   
 
Charging of personal cell phones in the facility is strictly prohibited; additionally no charging 
equipment should be introduced into the facility.   
 
Please note that phones with camera capabilities are also strictly prohibited, even if the battery is 
removed.   
 
All Government Furnished cell phones must be registered with the ISSO in order to be introduced 
to an NRO facility. Charging of government owned cell-phones is also prohibited, unless they are 
charged with the battery removed or charging is done in drawers, overhead storage areas, or other 
closed areas after normal duty hours.  
 
 
 
 

   For additional information, refer to: 
 

• DOS & CI Note 06-09, Government Purchased Cellular Phone Policy  
• NROD 50-10a, Portable Electronic Devices 
• NROI 50-6a, Portable Electronic Devices 
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Resources and References Sub MenuResources and References Sub Menu

Contains a wealth of information and toolsContains a wealth of information and tools
Puts commonplace, but not always easily accessible items (such aPuts commonplace, but not always easily accessible items (such as the s the 
correct cover sheet or label) at the ISSOcorrect cover sheet or label) at the ISSO’’s fingertipss fingertips
Features materials tailored especially for ISSOs and their generFeatures materials tailored especially for ISSOs and their general usersal users
Contains templates to prevent the Contains templates to prevent the ““reinvention of the wheelreinvention of the wheel””
Features a Features a ““minimini--tutorialtutorial”” on the proper completion of the System Security on the proper completion of the System Security 
PlanPlan
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Resources and References Resources and References –– Acronyms and GlossariesAcronyms and Glossaries
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The ABCs of Incidents:  A 
Handy Reference Guide 

 
 

 
 
Attack    
An intentional act of attempting to bypass security controls on a computer or network. 
 
Breach   
Any successful defeat of security controls. 
 
Computer Network Attack  (CNA) 
Operations to disrupt, deny, degrade, or destroy information resident on computers and computer networks, or 
the computers and networks themselves. 
 
Computer Network Exploitation  (CNE) 
Operations to exploit accesses or information resident on computers and computer networks. 
 
Data Compromise (Data spill)  
 

• Disclosure of classified information from an information system to unauthorized persons. 
 

• Compromise or potential compromise of classified information or intelligence sources or methods, 
which could likely result in the loss of human life.  (Such a compromise is also reportable to 
Congress.)  

 
• Compromise or potential compromise of classified information or intelligences sources or methods, 

which could reasonably be expected to cause exceptionally grave damage to the national security.  
(Such a compromise is also reportable to Congress.) 

 
Denial of Service Attack  (DOS) 
An intentional attempt to disable (using direct or indirect methods) an IT system, application, network, or 
service. 
 
Intrusion  
An unauthorized access or penetration of a system. 
 
Malicious Code  
Software or firmware included or introduced into an Information System (IS) for an unauthorized purpose.  The 
most damaging types of malicious code are those for which no published countermeasure exists, any new 
virus whose propagation could likely outrun IC containment capabilities, or any new virus which affects network 
services 
 
Trojan Horse  
An apparently useful and innocent program that contains additional hidden code, which allows unauthorized 
CNE, falsification, or destruction of data. 
 
 
 
 
 
 

 
 
Unauthorized Access 
 

• Any access gained to privileges, permissions, administrator or root level system controls, monitoring, or other 
administration functions, by an unauthorized user; to include processes acting on the behalf of a user. 

 
• Any incident involving unauthorized access to a controlled interface, SABI Interface, or TOP SECRET/Special 

Compartmented Information and Below Interoperability (TSABI)  
 

• Referenced Implementation (TRI), on a domain with a controlled interface or TRI, or any SCI to non-SCI 
interface. 

 
• Any incident involving attempted access to a controlled interface, SABI interface, TSABI Referenced 

Implementation (TRI) or on a domain with a controlled interface or TRI – to include scans and probes. 
 
Unusual or Suspicious activities  
 
These activities are not, in themselves, evidence of a computer incident or attack.  However, they are “red flags” and 
should be carefully investigated.   
 

• Suspicious files identified on a server 
• Unexplained access privilege changes 
• Unusual system performance or behavior 
• Missing data, files, or programs 
• Multiple simultaneous logins by the same user 
• Unusual after-hour system activity 
• Multiple failed login attempts 
• System crashes or component outages of a suspicious or unexplained nature 
• Abnormal delay in network or application services 
• Unusual data or system characteristics 
• Discovery of unauthorized software 
• Suspicious system configuration changes 

 
Variant  
A version of a virus or other form of malicious code that is modified slightly in an attempt to bypass anti-virus 
countermeasures. 
 
Virus  
A malicious, usually self-propagating program or code fragment that is attached to application code or other computer 
data. It contains a triggering mechanism (event or time) with a payload that contains instructions to carry out a mission 
(delete files, corrupt data, and/or send data). 
 
Vulnerability  
A weakness in a system that may leave it open to potential exploitation, which could result in the risk of an information 
compromise, alteration or destruction of data, or denial of service.  
 
War Dialing (Auto dialing) Activity  
Any suspicious activity that appears to be related to the probing of phone switches for vulnerable information system 
entry points. 
 
Worm  
A worm is a program (usually self contained) that will replicate itself across a network by using a system’s resources to 
replicate and propagate. Replication and propagation may adversely affect CPU resources and network throughput. 
 

Sample Content Sample Content –– Acronyms and GlossariesAcronyms and Glossaries
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Administrative Record KeepingAdministrative Record Keeping
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User Fact SheetsUser Fact Sheets
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Privileged User Job AidPrivileged User Job Aid

INSERT PU job aidINSERT PU job aid
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Completing Key DocumentationCompleting Key Documentation



24 7UNCLASSIFIED//FOR OFFICIAL USE ONLY

UNCLASSIFIED//FOR OFFICIAL USE ONLY

In Section 7.2.3 describe how authenticators are 
assigned, distributed, and controlled.  

Document the management mechanisms used to 
ensure the creation of a a unique identifier for 
each user and describe how that identifier is 
associated with all auditable actions taken by the 
user. 

Describe how initial authenticator content is 
established and the administrative procedures for 
initial authenticator distribution. 

Document the authenticator construction 
standards and generation process. 

Describe the processes and procedures for 
change, aging, history, and assurance of non-
replication of individual authenticators.

If group identifiers (i.e., shared passwords) are 
used,  provide a rationale for their use.  For more 
information about group identifiers, click here.  
Otherwise, click the Next button to continue.

Sections 7.2.3 through 7.2.9 should be completed by all SSP authors whose systems 
use passwords  to control access. 

[I&A2]: An Identification and Authentication (I&A) management mechanism that ensures a
unique identifier for each user and that associates that identifier with all auditable actions
taken by the user. The following must be specified:*

[*Alternate controls, such as biometrics or smart cards, may be used at the discretion of the
DAA. These alternate methods may have similar requirements. For example, the
electronically stored version or biometric authentication patterns need to be protected, as
do password authenticators.]

• Initial authenticator content and administrative procedures for initial authenticator 
distribution.

• Individual and Group authenticators (Group authenticators may only be used in conjunction 
with an individual/unique authenticator prior to use of a group authenticator).

• Length, composition, and generation of authenticators.
• Change Processes (periodic and in case of compromise).
• Aging of static authenticators (i.e. not one-time passwords or biometric patterns).
• History of authenticator changes with assurance of non-replication of individual 

authenticators per direction in approved SSP.
• Protection of authenticators to preserve confidentiality and integrity. 

Note: Use of a group authenticator, even in conjunction 
with a unique authenticator, needs to be identified to 

the certifier as soon as possible.
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Key Internal and External WebsitesKey Internal and External Websites
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Topically Organized TemplatesTopically Organized Templates
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Contact and Training DataContact and Training Data

For the userFor the user’’s convenience, separated formal contact lists from s convenience, separated formal contact lists from 
Organizational ChartsOrganizational Charts

Divided training into three subsections to increase usabilityDivided training into three subsections to increase usability
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Task Area Functional GroupingTask Area Functional Grouping

Added as the result of a suggestion by a Senior ISSOAdded as the result of a suggestion by a Senior ISSO

Organized functionally rather than topicallyOrganized functionally rather than topically
–– Shows ALL information related to an ISSO function, rather than bShows ALL information related to an ISSO function, rather than by type (e.g., policies or forms)y type (e.g., policies or forms)

Provides another way of Provides another way of ““thinkingthinking”” about Kit contentsabout Kit contents
–– Akin to adding other references to an index to accommodate diffeAkin to adding other references to an index to accommodate different places that a user might rent places that a user might 

look for datalook for data
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Task Area Sub GroupingsTask Area Sub Groupings

Audits and AssessmentsAudits and Assessments
–– Activity Reports Activity Reports 
–– Auditing and ComplianceAuditing and Compliance
–– ISSO AssessmentsISSO Assessments

Certification & AccreditationCertification & Accreditation
–– Certification & AccreditationCertification & Accreditation
–– Configuration ManagementConfiguration Management
–– Software Evaluation and RequestSoftware Evaluation and Request
–– System Security Plans (SSPs)System Security Plans (SSPs)

Configuration Management Configuration Management 
–– Configuration ManagementConfiguration Management

File Transfer and Data HandlingFile Transfer and Data Handling
–– ClassificationClassification
–– Courier InformationCourier Information
–– Dirty Word SearchesDirty Word Searches
–– Media ReleaseMedia Release
–– Uploads and DownloadsUploads and Downloads

Incident Prevention and ResponseIncident Prevention and Response
–– Computer Incident Response and Computer Incident Response and 

ReportingReporting
–– Configuration ManagementConfiguration Management
–– Virus and Malicious CodeVirus and Malicious Code

Portable Electronic Devices (PEDs)Portable Electronic Devices (PEDs)
–– LaptopsLaptops
–– Portable Electronic Devices Portable Electronic Devices 

Physical SecurityPhysical Security
–– Physical SecurityPhysical Security

Property Management and Property Management and 
AccountabilityAccountability

–– Configuration ManagementConfiguration Management
–– DestructionDestruction
–– Property Management/Turn InProperty Management/Turn In
–– SanitizationSanitization

Risk Management Risk Management 
–– Risk ManagementRisk Management
–– VulnerabilitiesVulnerabilities

User Account ManagementUser Account Management
–– Accounts ManagementAccounts Management
–– Media Access DevicesMedia Access Devices
–– Password ManagementPassword Management
–– Privileged UsersPrivileged Users
–– Processing (In and Out)Processing (In and Out)
–– InternetInternet
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Demonstration SummaryDemonstration Summary
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Product Launch Product Launch –– Keys to a Successful ReleaseKeys to a Successful Release

Capitalize on existing buzz to launch the product in an atmospheCapitalize on existing buzz to launch the product in an atmosphere of celebrationre of celebration
–– Prominent venueProminent venue
–– Certificate presentations and photosCertificate presentations and photos

Deploy multiDeploy multi--faceted communications and marketing effortfaceted communications and marketing effort
–– Hard copy Hard copy ““save the datesave the date”” brochuresbrochures
–– Briefings to the ISSO Community of Practice Briefings to the ISSO Community of Practice 
–– Status updates to senior leadershipStatus updates to senior leadership
–– Update emails to ISSOsUpdate emails to ISSOs
–– Detailed brochure to serve as both a marketing pitch and postDetailed brochure to serve as both a marketing pitch and post--demo orientation/job aiddemo orientation/job aid

Encourage Active Senior Leadership Participation Encourage Active Senior Leadership Participation 
–– Ask the most senior level stakeholders and committed champions tAsk the most senior level stakeholders and committed champions to speako speak
–– Have executives or senior managers give out certificatesHave executives or senior managers give out certificates

Publicly recognize all levels of SME contribution (from modest tPublicly recognize all levels of SME contribution (from modest to significant)o significant)
–– Generates tremendous goodwill in the community; all contributorsGenerates tremendous goodwill in the community; all contributors feel investedfeel invested
–– Lays the groundwork for future participation in update and maintLays the groundwork for future participation in update and maintenance effortsenance efforts
–– Provides a wellProvides a well--deserved pat on the backdeserved pat on the back

Provide a detailed demonstration walkthrough that highlights KitProvide a detailed demonstration walkthrough that highlights Kit content, structure, and navigation content, structure, and navigation 

Create a viable product tieCreate a viable product tie--inin
–– TangibleTangible
–– Job relatedJob related
–– Appropriately themedAppropriately themed
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Keeping the Kit CurrentKeeping the Kit Current

Concurrent with rollout activities, the team created a detailed Concurrent with rollout activities, the team created a detailed maintenance maintenance 
planplan

The plan outlined the:The plan outlined the:

–– Creation and composition of an ISSO Resource Kit SME Review BoarCreation and composition of an ISSO Resource Kit SME Review Boardd

–– Procedures that would be followed to ensure that every Kit item Procedures that would be followed to ensure that every Kit item stayed accessible, stayed accessible, 
accurate, and relevantaccurate, and relevant

–– General timetable for completing each set of reviewsGeneral timetable for completing each set of reviews

–– Steps to be taken to add, delete, or modify materials Steps to be taken to add, delete, or modify materials ““out of cycleout of cycle”” to support to support 
mission needsmission needs

ContentContent--related site feedback will be shared with the SMEs for their related site feedback will be shared with the SMEs for their 
action/concurrenceaction/concurrence
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Keeping Current Keeping Current -- User SuggestionsUser Suggestions
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Project Success Factors and DriversProject Success Factors and Drivers

Management and Stakeholders were fully committed to addressing cManagement and Stakeholders were fully committed to addressing critical ISSO needs ritical ISSO needs 
in the most efficient, expeditious, and costin the most efficient, expeditious, and cost--effective mannereffective manner

Senior ISSOs were willing to capture and share their knowledge aSenior ISSOs were willing to capture and share their knowledge and insight to nd insight to ““kickkick--
startstart”” the program/shape the outcome to be beneficial for junior staffthe program/shape the outcome to be beneficial for junior staff

Instructional Designers enjoyed a close, mutually beneficial parInstructional Designers enjoyed a close, mutually beneficial partnership with Security tnership with Security 
Policy that ensured that all Kit content was consistent with exiPolicy that ensured that all Kit content was consistent with existing policysting policy

The ISSO community was actively involved in structuring and popuThe ISSO community was actively involved in structuring and populating the Kit with lating the Kit with 
accurate and relevant task informationaccurate and relevant task information

Web Designers and graphic artists worked in close collaboration Web Designers and graphic artists worked in close collaboration with Instructional with Instructional 
Designers to refine the relationship between data and site archiDesigners to refine the relationship between data and site architecturetecture

Among ISSO, word of mouth Among ISSO, word of mouth ““buzzbuzz”” about the functionality, content, and impact of the about the functionality, content, and impact of the 
kit sustained interest and anticipation during the development pkit sustained interest and anticipation during the development phase hase –– the spirit of the spirit of ““By By 
ISSOs, for ISSOsISSOs, for ISSOs””

Generic data that would have been of limited use was repurposed Generic data that would have been of limited use was repurposed and tailored to meet and tailored to meet 
jobjob--specific needsspecific needs

The Resource Kit Team created highThe Resource Kit Team created high--value content through analysis, brainstorming, value content through analysis, brainstorming, 
data reconstitution, and other indata reconstitution, and other in--depth work; not just compilation and categorization of depth work; not just compilation and categorization of 
existing materialexisting material
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Moving Forward Moving Forward –– Recommendations for Future EffortsRecommendations for Future Efforts

Cast your net widely:  It is not easy in the beginning to know tCast your net widely:  It is not easy in the beginning to know the whole he whole ““cast of cast of 
characterscharacters”” who may need to weigh in on specific issues, such as use and who may need to weigh in on specific issues, such as use and 
interpretation interpretation 

When dealing with a critical audience that has immediate informaWhen dealing with a critical audience that has immediate information/training needs, tion/training needs, 
first work with highly impactful but relatively simple informatifirst work with highly impactful but relatively simple information.  Then work with other on.  Then work with other 
vital data as time permits.  Incremental improvement is the keyvital data as time permits.  Incremental improvement is the key

Proactively address concerns about whether material is mandatoryProactively address concerns about whether material is mandatory or recommended, or recommended, 
thus precluding misunderstandings that could derail the effort othus precluding misunderstandings that could derail the effort or cause individuals not r cause individuals not 
to contribute needed information to contribute needed information 

Strive for consensus, but not at the expense of any audience memStrive for consensus, but not at the expense of any audience member feeling excluded.  ber feeling excluded.  
Design the Kit in such a way that differing approaches to accompDesign the Kit in such a way that differing approaches to accomplishing a task can be lishing a task can be 
accommodatedaccommodated

Maintain your focus on meeting identified needs.  Be flexible and 
creative in your solutions; don’t let an obstacle become a showstopper.
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Questions and Contact DataQuestions and Contact Data

For More Information, contact:For More Information, contact:
–– Thaddeus RossThaddeus Ross

Chief (acting), OS&CI Training Branch,Chief (acting), OS&CI Training Branch,
703703--808808--45054505

–– Jan Whiteley Jan Whiteley 
703703--808808--6510; 6510; 

whiteley_jan@bah.comwhiteley_jan@bah.com

–– Wade Sharp Wade Sharp 
703703--808808--2979;2979;

sharp_wade@bah.comsharp_wade@bah.com
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